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[bookmark: _ohtvoboiavoq]Project Name: 
[bookmark: _nnuctaguxyhk]Smart Pill Box Dispenser Phase 3
            Coast 2 Coast was hired to help the client to bring their prototype smart pill box dispenser to market. Phase 1 of the product was a proof of concept design and phase 2 was a raid prototype model. The object of this smart pill box dispenser is to dispense accurate medication on a unique timed schedule. This product was created due to poor medication adherence. 
The current design contains two fronts. One half of the design is for pharmaceutical use in which all medications will be loaded, and the container will get programmed with the proper adherence routine. The 2nd half of the product is the end user device that sits at home where it will load information from the pill container then dispense the pills accordingly.  
        	The client’s proprietary team already has drafts of the inhouse designed parts and code. The goal of phase 3 is to take the designed parts and make them more compact for in home use. In addition, a team will be needed to take open source microcontrollers and design first part logic chip. While the current design of the physical hardware claims it meets FDA guidelines the code will need a team of software engineers to create a robust code that will fall under FDA, CFR, and HIPAA guides.   

Business Needs
C2C plans to create advanced prescription drug dispensers for those in need.
[bookmark: _GoBack]What is prompting the need for action: over the years, we at C2C have noticed a significant increase of folks needing to acquire their medications without much effort. This need extends beyond the hospitals and doctors offices, to places where people are responsible for taking their own prescriptions. The story behind each demand is significant and touching. Many stories were heard ranging from people who couldn’t get their medicines on time because the pharmacies were far away and ended up having some complications. At C2C we care about the well-being of the people. We don't only care about producing numbers, but we care about producing quality prescription drug dispensers for those in need. Those dispensers will be located at key points and shall be provisioned accordingly per the orders. With this in mind, C2C is working with several contractors to develop the most advanced prescription drug dispenser for in-home patient use. The devices that we would develop would give the users their medications when needed. We expect that executing this state-of-the-art project would not be an easy task. There will be challenges and probable risks that are anticipated in the early stages of the project/development.
One of the first challenges that is anticipated is the consultation and identification of folks needing their meds and refills. This problem arises from each person having their own unique medical conditions that require individualized medicine regimen. The other challenge is how to create a three-dimensional construct that will be seamlessly integrated into the environment where the dispenser will be located. Additionally, there are security considerations involved when implementing an advanced prescription drug dispenser. Last but not the least, is the cost related to implementing advanced drug dispensers and how to make them affordable and reachable to the consumers. 
The challenges or problems previously mentioned apply to anyone involved with the project. To address these we have  already anticipated potential solutions.
To overcome the problems linked to the design of the prescription drug dispenser the C2C assigned specialists are going to start by studying the various potential sites where the dispensers will reside. Then, C2C will use a special computer with a proprietary application to help design and model the prescription drug dispenser. A three-dimensional model of the dispenser will go through a virtual simulation and a sample device is going to be produced to undergo trials. Pharmacies and hospitals will be connected to the databases and will communicate with the dispensers. To limit security issues created by prescription drug dispensers and ensure that only the authorized folks have access to it. The machines will operate with PINs and pass codes issued to the consumers. The dispenser will be inspected weekly and equipped with monitoring cameras. 
To help with other issues linked to using the dispensers, patients will be provided with a brochure and will get a recommendation to have frequent follow ups and PIN changes. Also, medication suppliers are going to deliver medications to the dispenser as needed. Not only did C2C need to upgrade its products, it also wanted to enhance business productivity to reinvent itself. More and more people are dying because they cannot reach their medications on time and we aim to correct this issue.

[bookmark: _g07826lhrtue]Analysis of Situation
The C2C project team plans on taking a medical device cleared by the FDA for marketing in the United States.  The assigned C2C project team members for the Prescription Dispenser project are experienced project managers (PMs) with past medical device experience. The C2C project team has already identified a similar cleared device that is no longer in the market even though there is a need for it. The team can use this information to convince the FDA that additional clinical study is not needed. If the FDA accepts our argument that the prescription dispenser is substantially equivalent to a previously cleared device, this will reduce our initial timeline of getting the dispenser device to market.
        	The C2C project team has identified the lack of a cybersecurity vulnerabilities expert within the C2C organization to guide the team during development as needed. Potential cybersecurity vulnerabilities can damage the cleared medical device. Unauthorized users can crash the device, deadlock the device by freezing or completely stopping it from working, or can bypass security to access the medical device (CDRH, 2020). The C2C project team members are planning on conducting a cybersecurity risk assessment immediately following the project’s initiation. The risk assessment would be based on the FDA’s draft guidance for industry “Content of Premarket Submissions for Management of Cybersecurity in Medical Devices” (CDRH, 2018). Hiring an external cybersecurity expert to work with the project team during the risk assessment would ensure that the team develops an adequate risk mitigation plan for the medical device’s cyber vulnerabilities.  
        	The C2C project team has identified two known risks with the prescription dispenser that could impact the FDA’s ability to clear the device for marketing. These are (1) potential cyber vulnerabilities and (2) inadequate validation of any software associated with the prescription dispenser device. 
[bookmark: _ff9estj141hf]Recommendations/Evaluation
With our approach, C2C will develop a strategy for guiding the smart medication dispenser through phase III of development to market. This smart medication dispenser will be equipped with proprietary software that will provide medication to the user in an individualized regimen. The easy to use interface will allow consumers to access their medication in one convenient, user-friendly device. The prescribed medication will be loaded into the dispenser by medical professionals, and programmed by pharmacists for accurate release of prescriptions to the patient.
 	The sleek design for the smart pill-box dispenser will seamlessly integrate into any home setting. This design will be constructed using 3D modeling technology to ensure that the dispenser will complement any setting.  With this project, our team at C2C considers the stakeholders as our top priority.  We will be holding focus groups to better understand the needs and wants of the consumer.  C2C will ensure that the stakeholders are heard. Their needs will be fully considered throughout the design, manufacturing, and integrating of our client’s product as it goes to market.  
With a product that contains something as valuable as prescription drugs, security is a major concern that C2C does not take lightly.  We plan on contracting cyber security experts to perform a full risk evaluation for the security of the device. We will be utilizing state of the art security systems, in addition to routine monitoring to ensure that the medication has not been tampered with. 	Comment by Josh Overcash: what is this?	Comment by Yusuf Muhammed: Just that it's a new thought so new paragraph	Comment by Yusuf Muhammed: You can take it out if you think it should stay as one combined paragraph.
This medication dispensing system will benefit many stakeholders, including the patients and pharmaceutical companies. A major concern that has been identified in the risk analysis is the need for FDA approval.  C2C will use compiled data from earlier trials of this device and previous obsolete dispensing units as justification for FDA approval. With the full support of the FDA and our clients, this product will provide our patients with a safe means of taking their prescribed medicine. 
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